Evolutionary Design and Adaptation of Digital Filters Within an Embedded
Fault Tolerant Hardware Platform

Ben I. Hounsell and Tughrul Arslan
Department of Electronics and Electrical Engineering
The University of Edinburgh
King’s Buildings
Mayfield Rd
Edinburgh EH9 3JL
(Int +44) 131 650 5665
ben.hounsell@ee.ed.ac.uk

Abstract

Finite impulse response filters (FIRs) are crucial devices
for robust data communication and manipulation. Multipli-
erless filters have been shown to produce high performance
systems with fast signal processing and reduced area. Fur-
thermore, the distributed architecture inherent in multipli-
erless filters makes it a suitable candidate for fault toler-
ant design. Alternative approaches to the design of fault
tolerant systems have been proposed using evolutionary
algorithms (EAs) and the concept of evolvable hardware
(EHW). This paper presents an evolvable hardware plat-
form for the automated design and adaptation of multipli-
erless digital filters. Filters are realised within a dedicated
programmable logic array (PLA). The platform employs a
genetic algorithm to autonomously configure the PLA for a
given set of coefficients. The ability of the platform to adapt
to increasing numbers of faults was investigated through the
“evolution” of a 31-tap low-pass FIR filter. Results show
that the functionality of filters evolved on the PLA was main-
tained despite an increasing number of faults covering up
to 25% of the PLA area. Additionally, three PLA initial-
isation methods were investigated to ascertain which pro-
duced the fastest fault recovery times. It was shown that
seeding a population of random configuration-strings with
the best configuration currently obtained resulted in a 6 fold
increase in fault recovery speed over other methods invest-
igated.

1 INTRODUCTION

Finite impulse response filters (FIRs) constitute the
back-bone of most digital signal processing (DSP) systems,
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and are crucial for robust data communication and manip-
ulation. Such devices are frequently employed in environ-
ments where issues such high processing speed, low phys-
ical area, and device reliability are highly critical, such as in
space applications. For many such applications DSPs must
maintain functionality over prolonged periods in harsh en-
vironments. Built in reliability of FIR filter devices is there-
fore required. As a result considerable design resources are
poured into inovative realisations of the FIR filter algorithm
in hardware. The performance and sustained reliability of
hardwired FIR filters are therefore of great importance.

The multiplier is the primary performance constraint
when implementing FIR filters structures in hardware as it
is costly in terms of area, power and signal delay. However,
by fixing the coefficient of each tap, dedicated multipliers
can be used which reduce multiplication to a series of bit-
shifts and additions/subtractions. As a result the filter re-
mains fixed to a specific transfer function. A number of
multiplierless programmable filter architectures have been
developed which counter-act this problem. [5, 27]. Multi-
plierless FIR filter design techniques such as canonic signed
digit (CSD) coefficient encoding [17, 11], and primitive op-
erator filter (POF) design [3, 24, 1] have been shown to pro-
duce high performance filters with fast signal processing
and reduced area. Both rely on the generation of partial
products which can then be re-used to generate one or more
coefficient terms. However, these design algorithms have
not yet been integrated with the programmable filter archi-
tectures which would enable optimal configuration of the
filter architecture for a given filter specification. Further-
more, the distributed manner of partial product generation
inherent in multiplierless FIR filter architectures makes it a
suitable candidate for fault tolerant design.

Fault tolerance systems are widely used in space applic-



ations such as commercial satellite communication where
hardware deteriorates due to damaged caused by cosmic
rays, and in other inhospitable environments where human
intervention is difficult or impossible. Systems must there-
fore maintain functionality despite factors such as severe
temperature variation, radiation and operational ware. Con-
ventional fault tolerant VLSI systems employ techniques
such as check-pointing [21], concurrent error detection [14]
and redundancy. There purpose is to maintain system oper-
ation, or prevent further successive faults by minimising the
damaged sustained [10]. However, fault tolerant systems
are costly as they reduce operational speed and increase
physical area.

Alternative approaches to the design of fault tolerant sys-
tems have recently been proposed using evolutionary al-
gorithms [6, 2] in the expanding field of evolvable hard-
ware (EHW) [20, 12, 13, 22]. Such approaches provide
novel techniques for fault recovery and prevention without
the need of additional redundancy, fault detection or dia-
gnosis. Instead a genetic algorithm (GA) is used to monitor
systern performance and reconfigure aspects of a circuit to
counter-act any deleterious faults. Fault tolerant systems
which employ EHW must therefore be able to adapt on-
line when required. Hardwired GA’s are capable of running
considerably faster than those implemented in software on
general purpose micro-computers, and are therefore suit-
able for applications which require online adaptation. As a
result, GAs are frequently mapped onto Programmable lo-
gic devices (PLDs) so that the fitness function can later be
modified for different design criteria [23, 15, 18, 4]. Cus-
tom EAs have also been implemented on ASICs [7, 26]. In
such cases the fitness algorithm is then set for a specific ap-
plication.

For EHW to provide a competitive solution to conven-
tional fault tolerant design, EHW resources must be smaller
than those required by conventional fault tolerant architec-
tures. The benefits of using a single fixed EHW resource be-
come more apparent as circuit size or complexity increases.
Inversely, hardware requirements for conventional fault tol-
erant designs will continue to grow.

Whilst a number of very novel circuits have been gen-
erated using EHW, their complexity and size remain relat-
ively low when evolved using gate-level components such
as 2-input logic gates (AND, OR etc.). Components of such
low granularity create a very large search space, which in-
hibits the design of large or complex systems. The search
space can be reduced by using larger functional logic blocks
and/or restricting the configuration of components for a spe-
cific design task {7, 8]. Although it is argued that redu-
cing the search space in this manner can limit the poten-
tial of EHW to generate completely new and novel circuit
structures, a compromise must be made between compon-
ent granularity, flexibility, and the need for EHW to realise

larger, more complex systems if it is to compete with con-
ventional design practices, such as with fault-tolerance.

1.1 EHW for Multiplierless FIR Filter Design

This paper presents an evolvable hardware platform for
the automated design and adaptation of multiplierless FIR
digital filters. Filters are realised within a highly parallel,
custom programmable logic array (PLA), designed with in-
built redundancy. The platform employs a genetic algorithm
to autonomously configure the PLA for a given set of coef-
ficients, whereby the search space is greatly reduced by us-
ing dedicated interconnect and functional programmable lo-
gic blocks. This provides the flexibility of an adaptive pro-
grammable filter, with the performance benefits inherent in
a fixed coefficient architecture. The result is a high per-
formance programmable platform dedicated for rapid im-
plementation of fault tolerant filter algorithms. THE PLA
architecture itself is suitable for the implementation of mul-
tiplierless filter design algorithms including CSD encoding
and POF.

The paper is organised as follows: Section 2 presents
the embedded fault tolerant PLA platform and the genetic
algorithm used to automate filter design and adaptation.
Section 3 details a 31-tap low-pass filter used as a design
example and for investigation of the PLAs suitability for
fault recovery and prevention. Results are obtained through
circuit simulation. Evolution is therefore extrinsic. The
performance of the filter platform to adapt to an increas-
ingly high number of faults is presented in section 4. Three
methods for population initialisation of PLA configuration-
strings after a fault is detected are discussed in section 5.
Conclusions are then drawn in section 6.

2 EMBEDDED FAULT TOLERANT
PLATFORM

The embedded architecture presented in this paper has
been developed in VHDL (Very High Speed Integrated Cir-~
cuits, VHSIC, Hardware Description language) such that
global parameters can be characterised, providing a scal-
able processing core which can be ported into larger DSP
applications. The designer must therefore decide the data
input width, data output width, and the maximum number
of taps the platform can support. The latter will determine
the dimensions of the PLA.

The filter platform comprises the PLA, genetic al-
gorithm, and a system controller. The system controller in-
terfaces with whatever external hardware or software is re-
quired to provide the current filter specification. The current
tap-length and coefficient variables are stored in the system
controller, which can be updated online for various filter
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tasks. Both the coefficients, and the tap-length of the cur-
rent filter are relayed to the genetic algorithm unit which
must then determine how best to configure the PLA. The
genetic algorithm also verifies that the PLA core is output-
ting the desired coefficient set. Each tap within the PLA
core is therefore output back to the GA unit.

2.1 PLA for FIR Filter Evolution

THE PLA consist of a number of identical program-
mable arithmetic logic units (PALUs) to create a coarse-
grained programmable architecture. Each “granular” PALU
is able to implement either a parallel n-bit left-shift, addi-
tion or subtraction as shown in Figure 1, with a bit-width
dependent on the input data width. Five control-bits are re-
quired to configure each PALU. The programmable shifter
may left-shift from 0 to 3-bits, and requires a 2-bit control.
A PALU implementing a shift-by-zero acts as a through-
connect. Each PALU output then feeds into a synchronous
register to create a pipelined architecture which increases
data throughput.
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Figure 1. Programmable ALU for Multiplier-
less FIR Filtering.

An example PLA configuration for a 5-tap FIR filter us-
ing the POF design methodology can be seen in Figure 2.
PALUs and interconnects which have not been used are
shaded out with diagonal lines. It can already be seen that
a great deal of redundancy is inherent in the PLA architec-
ture. Redundancy has been shown to be an efficient means
of fault tolerant system design [9]. Also note that a num-
ber of PALUs simply act as through connect (shift-by-zero)
from previous PALU elements.

PALUs are arranged in columns, each connecting to an
array of interconnect logic, which in turn connects to the
next column of PALUs. A second level of interconnect
provides greater connectivity between non-adjacent PALU
columns through additional routing of alternate intercon-
nect arrays. This can again be seen in Figure 2. In ad-
dition to PALU routing, the interconnect array provides
each PALU with a direct connection to the data input, and

e
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Figure 2. Example PLA configuration of 5-tap
primitive operator filter.

to logic ’0’. This helps to reduce the number of PALUs
utilised, which frees up connectivity. Note that the first
column of PALUs are left-shift-only as they directly receive
Data Input (impulse). These PALUs are capable of shifting
between 0 and L- 2 bits, where L is the input data width.

So as to utilise all PALUs, filter taps are fixed to the final
column of the PLA. This configuration is most suited to a
transposed direct form filter implementation. A total of N
+ T clock cycles is therefore required to process input data,
where T denotes tap length and N is the number of columns
used by the PLA. PLA dimensions are therefore governed
by the maximum number of taps required for a filter applic-
ation.

2.2 Evaluating Filter Configurations

Evolutionary algorithms have already been used to op-
timise filter coefficients along with add and shift operations
for multiplierless filter designs[16, 25, 19]. The GA presen-
ted in this paper extends this principle to the optimal con-
figuration of hardwired PALUs in order to obtained a set of
desired filter coefficients within our dedicated PLA archi-
tecture.

The GA was provided with no heuristic knowledge of
either the PLA architecture nor any multiplierless FIR fil-
ter design methodologies such as POF. The search space
is therefore naturally constrained by both the connectiv-
ity and dimensions of the PLA architecture, and the
add/subtract and shift operations provided by each PALU.
The configuration-string required to programme the PLA
core is thus manipulated by the genetic algorithm. A pop-



ulation of configuration-strings are then used to produce an
optimal PLA configuration for a given set of filter coeffi-
cients.

Suitable configuration of the PLA topology was assessed
by the GA based on the quality of the filter coefficients
presented to it from the PLA core. The fitness of each coef-
ficient was calculated by comparing it with the correspond-
ing desired coefficient. The fitness scores of each coeffi-
cient were then summed to provide an absolute fitness of
the current configuration-string. The success of a given fil-
ter was then measured on the ability of the GA to success-
fully modify the configuration-string over a number of iter-
ations, such that a set of coefficients were obtained which
most closely matched those stored in the system controller.
One benefit of employing this comparative fitness measure
was that it would be simple to implement in VHDL at the
RTL level, and would translate easily into hardware.

A generational genetic algorithm was employed, with the
following parameters: population size 100,, no crossover, 2-
way tournament selection, and mutation rate 2/L; where L is
configuration-string length for programming the PLA. This
is a derivation of the generalised 1/L mutation rule presen-
ted by Miithlenbein. The higher mutation rate was empiric-
ally derived as it yielded better results

3 FILTER DESIGN EXAMPLE

The suitability of the fault tolerant PLA core for the im-
plementation of filters using EHW was investigated through
the development of a 31-tap low pass FIR filter.

The low-pass filter specification was taken from a suite
of components used in the industrial design of a low-power
filter core for hearing aids; in joint development with Berna-
fon LTD and the university of Edinburgh [28]. Filter coeffi-
cients are shown in Table 1. All other coefficients are zero. -

Coefficient Taps | Dec
W_15, Wis -59
W_13, Wi3 96
Woi, Wiy -220
W_g, Wy 461
W_7, W7 -876
W_g, W5 1606
W_3, W3 -3171
W_i, Wy 10326
Wo 16384

Table 1. Non-zero coefficients required for re-
sponse of 31-tap low-pass filter.

As aresult 9 distinct taps are required for a folded form im-
plementation using a 16-bit data-width and 2’s complement
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encoding. The corresponding filter response is shown by
the sold-line in Figure 3.

Transfer function
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Figure 3. Transfer function for 31-tap low-
pass FIR Filter

4 INTRODUCING FAULTS

4.1 Experimental Setup

The PLA was subjected to four increasingly large num-
bers of faulty PALUs. These faults covered 0%, 5%, 13%
and 25% of the PLA architecture. Each individual fault was
obtained by pulling both inputs of a given PLA to zero and
setting it to shift-by-zero, effectively simulating a “Stuck
a zero” fault. For each increasing percentage of faults the
low-pass filter was evolved five times on the PLA using the
genetic algorithm. Five randomly generated “populations”
of configuration-strings were created for each of the five
filters evolved. A total of 6700 iterations were performed
by the GA for each of the 5 filters evolved. Few iterations
were chosen so that adaptation could occur in “simulated
real time”. The fault tolerant hardware platform was simu-
lated using Cadence’s Leapfrog VHDL simulation tool. The
PLA itself was implemented using 6 columns of PALU and



16 rows. These dimensions were chosen to provide limited
redundancy for when faults were introduced into the PLA.

Faults were placed at random for each leve] of coverage.
The same faults were then maintained over the five times the
low pass filter was evolved so to obtain an average. Figure 4
displays the topology of PALU faults for each level of fault
coverage.

4.2 Analysis

The ability of the fault tolerant hardware platform to ad-
apt to or sustain increasing faults was investigated through
four criteria: The fitness of the filter evolved, the number of
PALU:s used, the degree of PALU re-use (generation of par-
tial products), and the total number of shift, add and subtract
operations required to implement the desired coefficients.
Results are shown in Figure 5. i

Figure 5 reveals that at PALU faults from 0 to 13%, the
genetic algorithm is in each case able to evolve a filter with
a maximal fitness of 99.9%. When the PLA is 25% faulty
a 0.5% decrease in the fittest filter solution is incurred. The
average fitness of filter coefficients evolved remain above
98.5% until 25% of the PLA experiences faults. A fitness
> 98.5% was required to produce a transfer function with
acceptable low-pass characteristics and a gain no less than
-52 dB. An example of a typically acceptable response for
the low-pass filter is shown by the dashed-line in Figure 3.
Variation of the least fit filters evolved by the GA is more
marked as the percentage of faults in the PLA increases.

The average number of PALUs used to implement the
low pass filter reduces as the percentage of faults found
in the PLA increases. However, only a 10% reduction in
PALU usage is experienced on the PLA despite a 25% de-
crease in the. number of functional PALUs available. This
suggests that the PLA provides the GA with a means of
counter-acting the deleterious effects of PALUs which are
“stuck at zero”. Comparisons between figures 5(a) and 5(b)
reveal that as fewer PALU resources are made available to
the GA through faults, a reduction in filter performance
is experienced. The number of PALUs required to imple-
ment the filter therefore relates directly to the fitness of the
evolved solution.

Accounting for variations of faults at 5 and 13% of the
PLA area, the average number of PALUs reused within the
PLA (to generate partial product terms) remains relatively
constant, with an overall reduction of less than 5%. Again
this supports the notion of a robust PLA architecture cap-
able of providing an adaptable environment for fault toler-
ant design using EHW.

Regardless the degree of faulty PALUs, the number of
shifter operations selected by the GA is double that of either
additions or subtractions. This is encouraging as shifts
consume little power and are considered to be the primary
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means of product generation when using multiplierless filter
techniques such as POF design.

Of course the placement of faulty PALUs will greatly
effect the ability of the GA to evolve high quality filters.
Faults close to, or directly on PALUs which are connected
to coefficient taps will have a more detrimental effect than
those distributed in the centre of the PLA. This could ac-
count for the poorer average fitness performance of filters
generated on the PLA with a faulty area of 5% compared to
those generate by the GA on a PLA with 13% faults. Given
the added number of redundant rows present in the PLA
architecture it would be possible to adapt the platform such
that taps could be moved to other PALUs which are not near
faults, or are themselves faulty, but still located on the final
column.

| GENERATION:6661 | TOTAL CELL USAGE:53 = 55.2% | Snifters:27 |

| Adders:18 | Subtracrors:8 | Cell re-use:67 = 55.8% |
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Figure 6. Schematic showing configuration of
low-pass FIR filter on PLA with 13% faults.
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Figure 5. PLA architectures with increasing percentages of faulty PALUs

Anexample PLA configuration of the 3 | -tap low pass fil-
ter evolved with 99.9% correctness and 13% of its PALUs
faulty is illustrated in Figure 6. Additional models of faults
besides “stuck-at-zero” are currently under investigation,
and will focus specifically on faults commonly associated
with PLDs. The ability of the PLA to adapt to these faults
will then be investigated.

S POPULATION INITIALISATION
AFTER FAULT DETECTION

In each of the scenarios studied in section 4, popu-
lations of configuration-strings were randomly generated.
However, two other approaches to population initialisation
are available. In this paper they are termed Population seed-
ing, and Population recall. Both of these approaches were
investigated to see if fault recovery times after detection
could be decreased when compared to random population
initialisation. The method of population seeding applied in
this paper involved taking the fittest solution stored from
the previous evolutionary run (and currently in operation
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on the PLA), and placing it into a population of 99 ran-
domly generated configuration-strings. Population recall
simply involves re-introducing the most recent population
of configuration-strings evolved , and using this as the ini-
tial start point.

The effectiveness of both approaches was examined us-
ing the same PLA topology with 13% of its PALU s“stuck-
at-zero”, as shown in Figure 4(b). So as to obtain an aver-
aged performance the same low-pass filter was evolved five
times using the population seeding approach. In each case
the PLA configuration shown in Figure 6 was used as the
seed. All other configuration-strings were randomly gener-
ated. A randomly selected final population, evolved for the
fow-pass filter with no faults in the PLA, was used as the ini-
tial population for the recall approach. As no configuration-
string needed to be randomly generated this scenario was
run only once. The performance of each initialisation ap-
proach was determined to be the number of generations re-
quired by the GA to produce a filter response with a fitness
> 98.5%. Figure 7 displays the results obtained. The av-
eraged evolution of filter fitness using random population



initialisation has also been shown.

Filtar Cosfficient Fitness.
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Figure 7. Fitness performance of filter evolved
on PLA based on various methods of gener-
ating the initial population of configuration-
strings.

Both population seeding and recall enable the GA to ad-
apt to the faulty PLA architecture and produce filters with
target fitness considerably faster than when a population of
configuration-strings are randomly generated. Population
seeding produces filters of fitness > 98.5% after 272 gen-
erations, population recall required 513 generations, whilst
random initialisation took an average of 1521 generations
to reach target fitness. This translates to a 6 fold and 3 fold
increase in fault recovery over that of random initialisation
for population seeding and recall respectively.

6 CONCLUSION

An embedded fault tolerant hardware platform for the
automated design of multiplierless digital filters has been
presented. The platform uses the principle of evolvable
hardware (EHW) to automate the configuration of program-
mable arithmetic logic units (PALUs) capable of imple-
menting either left-shifts, additions or subtractions. These
PALUs form a programmable logic array (PLA) dedicated
to the implementation of multiplierless filters. The ability
of the platform to adapt to increasing numbers of faults
was investigated through the “evolution” of a 31-tap low-
pass FIR filter. Four increasingly large numbers of faulty
PALUs were introduced to the PLA from 0 to 25% of the
total architecture. Results show that the functionality of
filters evolved on the PLA was maintained despite the in-
creasing number of faults present. This was attributed to
redundant PALUs (inherent in the PLA) exploited through
the use of EHW. Two additional methods of population ini-
tialisation were examined to see if fault recovery times after
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detection could be decreased compared with random popu-
lation initialisation. It was shown that seeding a population
of random configuration-strings with the best configuration
currently obtained produced filters of acceptable fitness 6
times faster than with purely randomised population initial-
isation.

Further work towards including heuristic knowledge
about multiplierless filter design, such as POF and CSD,
and about the dedicated PLA architecture is currently un-
derway. The aim is to produce “optimally” designed filters
on the PLA and further increase the speed in which the plat-
form can adapt to system faults for real time applications.
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